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Subject: LIAISON STATEMENT ON ZUC-256 algorithm

More powerful computing power and emerging new computing technologies will bring new challenges to 5G security, and 5G applications will also require higher security protection. It should be considered that 256-bit cryptographic algorithms will be used in 5G. 

ZUC-128 is the cryptographic algorithm for confidentiality and integrity protection in LTE. ZUC-256 has been designed based on ZUC-128 to provide better security protection for 5G. ZUC-256 is a 256 bits variant stream cipher for confidentiality and integrity protection. This algorithm contains larger input parameters and provides adequate length for fundamental elements besides cipher key (as COUNT, BEARER, DIRECTION and LENGTH in 128-EEA&128-EIA). The algorithm supports 32 bits or longer MAC to meet potential secure requirements. ZUC-256 is now being evaluated by Chinese research institutions. It will be ready for international evaluation after it passes the evaluation in China.

It is expected that ZUC-256 cryptographic algorithm can meet the timetable of 3GPP Release 16.

Action:

CCSA Wireless Communication Technical Committee (TC5) Wireless Security and Encryption Working Group (WG5) recommends that 3GPP SA WG3 and ETSI SAGE begin to consider the work related to 256-bit cryptographic algorithms in 5G.

CCSA Wireless Communication Technical Committee (TC5) Wireless Security and Encryption Working Group (WG5) would be happy to provide further information about ZUC-256 if  3GPP SA WG3 and ETSI SAGE request.
